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I. INTRODUCTION

Protecting individuals’ privacy in online communica-
tions has become a challenge of paramount importance.
A wide variety of privacy enhancing technologies, com-
prising many different approaches, have been proposed to
solve this problem. Privacy enhancing technologies, such
as anonymous communication (AC) protocols, typically
protect users’ privacy by anonymizing their communi-
cation over the Internet. Employing AC protocols has
become increasingly popular over the last decade. This
popularity is exemplified by the success of the Tor
network [I].

There has been significant previous work on analyzing
the anonymity provided by various AC protocols such as
dining cryptographers network (DC-net) [2], mix network
(Mixnet) [3], and onion routing (e.g., Tor) [4]. (See [5]
and references therein.) However, most of the previous
work only considers a single anonymity property for a
particular AC protocol under a specific adversary scenario.
So far, there is no framework that is both expressive
enough to unify and compare relevant anonymity notions
(such as sender anonymity, sender unlinkability, and
relationship anonymity), and that is also well suited for
analyzing complex cryptographic protocols.

Previous frameworks such as [6] only guarantee
anonymity for a symbolic abstraction of the AC, not
for its cryptographic realization. Moreover, while some
existing work, such as [5], considers an adversary with
access to a priori probabilities for the behavior of users,
there is still no framework that is capable of dealing with
an adversary that has arbitrary auxiliary information
about user behavior.

II. CONTRIBUTIONS

In this work, we make three contributions to the field
of anonymity analysis.

As a first contribution, we present the novel anonymity
analysis framework ANOA. In ANOA we define and
analyze anonymity properties of AC protocols. ANOA is
compatible with simulation-based composability frame-
works, such as Universal Composability (UC), the IITM
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model, or Reactive Simulatability (RSIM). In particular,
for all protocols that are securely abstracted by an ideal
functionality [7], [8], our definitions allow an analysis of
these protocols in a symbolic manner.

As a second contribution, we formalize the well-
established notions of sender anonymity, (sender) un-
linkability, and relationship anonymity in our framework.
We discuss why our anonymity definitions accurately
capture these notions. Moreover, we show the relations
between our formalizations of sender anonymity, (sender)
unlinkability, and relationship anonymity.

As a third contribution, we apply our framework to the
most successful AC protocol: Tor. We give quantitative
results for obtaining anonymity according to all of above
anonymity notions by using Tor [I].

III. OVERVIEW

We give a brief description of our work. The formal
definitions, theorems and proofs can be found in our
technical report at http://www.infséc.cs.uni-saarland.de/
“meiser /paper/anoa.html.

A. The ANOA Framework

Our anonymity framework ANOA is based on a
novel generalization of computational differential privacy
(IND-CDP), a notion introduced by Mironov et al. [9].
Informally, differential privacy of a mechanism guarantees
that this mechanism does not leak any information about
a single user — even to an adversary that has auxiliary
information about the rest of the user base. IND-CDP
compares two adjacent input tables, i.e., input tables
that differ in one row. The definition basically states that
no ppt adversary should be able to determine which of
these input tables was used.

For anonymity properties of AC protocols, such a
notion of adjacency is too strong. One of the main
objectives of an AC protocol is communication: delivering
the sender’s message to the recipient. However, if these
messages carry information about the sender, a curious
recipient can determine the sender.
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Upon message(input, Do, D1) (only once)
compute (Dy, D})+a(Do, D1)
if (D§, D1) # L then
run P on the input table Dj and forwards all
messages that are sent by P to A and vice versa.

Figure 1. The challenger CHy(P, ) for the adjacency function o

Additionally, to specify different variants of anonymity
(e.g. sender unlinkability and relationship anonymity), we
want to give purpose-specific descriptions of the inputs
we consider adjacent.

These observations lead to our new notion of
a-IND-CDP that allows a unified specification of
anonymity properties based on adjacency functions «:

For analyzing a protocol P, we define a challenger CHj,
that expects two input tables from a ppt adversary A.
The challenger CHy, chooses one of them and successively
sends one row after the other to the protocol P. It
is straightforward to construct a wrapper for P that
translates input tables to the expected input of the
protocol.

Definition 1 ((e,6)-a-IND-CDP). Let CH, be the
challenger from Figure . The protocol P is (g,0)-
a-IND-CDP for «, where e > 0 and 0 < § < 1, if
for all ppt-adversaries A:

Pr[b = 0 : b AC(Po)]
< e - Prlb=0: b AP 4§

We stress that our protocol model is generic enough
to capture multi-party protocols in classical simulation-
based composability frameworks, such as the UC, the
IITM or the RSIM framework. In particular, our frame-
work is strong enough to guarantee anonymity properties
for an AC protocol as soon as these properties have been
proven for a securely realized ideal functionality. In the
full version we formally prove this for UC.

B. Studying our Anonymity Definitions

We give definitions for the adjacency functions that
capture the notions of sender anonymity (aga), sender
unlinkability (ayr,) and relationship anonymity (agel).
We show that our definitions accurately capture these
anonymity notions, and show that our definitions are
equivalent to the definitions from the literatureﬂ

The unified approach of defining anonymity notions in
ANOA allows for a formal comparison of these notions.
We use this fact to give formal proofs for the relations
between each of the notions. Figure [2] illustrates our
results.

1We particularly consider the definitions from the seminal work
by Pfitzmann and Hansen [10].
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Figure 2. The relations between our anonymity definitions

C. Tor Analysis

We leverage previous results that securely abstract
Tor as an ideal functionality (in the UC framework) [§].
Then, we illustrate that proving sender anonymity, sender
unlinkability and relationship anonymity against passive
adversaries boils down to a combinatoric analysis based
on the number of corrupted nodes in the network.

Since the underlying cryptographic model does not
capture system-level attacks, we model known system-
level attacks, such as website fingerprinting and traffic
correlation, as over-approximation in the ideal function-
ality.

In addition, we discuss a known counter-measure for
Tor’s high sensitivity to compromised nodes: the entry
guards mechanism. We show that using entry guards
dramatically reduces the adversary’s success probability
and why this is the case.
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